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METHOD AND SYSTEM 
FOR RESTRICTING CONTENT REDISTRIBUTION 

BACKGROUND 

[0001] Technical Field. The present invention relates to a method and system 
for transmitting content via a communication device. 
[0002] Background Art. There are now in place systems for enabling a 
commimication device, such as a personal computer, to download via a 
communication medium, such as the Intemet, a variety of content stored on a 
server, such as moving-image data, music-data, and the like. To access, download 
and use such content, a user must generally pay a charge to a data provider hosted ^ 
at the server. 

[0003] However, once a user of a communication device has downloaded 
content upon payment of a charge, the user is able to distribute the content using 
wired or wireless communication, such as IrDA, without being routed via the 
original content server. In this way, downloaded content for which a fee is 
payable may be duplicated without payment of the fee. Such distribution is 
problematic in that copyright may be infringed, and royalty payments avoided. 
[0004] Japanese Patent Application Laid-Open Publication No. 200 1 - 1 670 1 6 
proposes a communication system for overcoming this problem. In the proposed 
system, distribution information is appended to content downloaded from a server 
to a communication device. When distribution information (hereinafter referred to 
as redistribution restriction information) is appended to content, secondary 
distribution or redirection of the downloaded content to another communication 
device is prohibited. Thus, when content having such information appended to it 
is once downloaded to a communication device, the communication device is 
unable to redistribute the content. 

[0005] However, at the present time, a large number of communication devices 
are not equipped to process redistribution restriction information appended to 
downloaded content; and transition to use of devices equipped with such a 
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function, especially in the case of mobile phone models that are already in 
widespread use, will inevitably be gradual. 

[0006] In the interim, there remains a problem that communication devices not 
equipped with a function for processing redistribution restriction information 
appended to downloaded content will continue to be able to redistribute such 
content. 

BRIEF SUMMARY 

[0007] The present invention has been made in view of the problem stated 
above, and has as its object the prohibition, with a high degree of reliability, of 
redistribution of content downloaded to a communication device when the 
downloaded content has appended to it redistribution restriction information. 
[0008] To solve the above problem, the present invention provides a 
communication device capable of transmitting content to another communication 
device, comprising: determining means for determining whether the another 
communication device has a function for restricting redistribution of content to 
which redistribution restriction information is appended; and transmitting means 
for transmitting the content to which the restriction information is appended when 
it is determined by the determining means that the another communication device 
to which the content is to be transmitted is provided with a function for restricting 
redistribution of the content. The communication device is, for example, a content 
server or a communication terminal which distributes content to the another 
communication device. 

[0009] In one preferred embodiment, the determining means may comprise 
acquisition means for acquiring first identification information from the another 
communication device for identifying whether the another communication device 
has the function for restricting redistribution of the content; and memory storage 
means for storing second identification information for identifying communication 
devices having the function for restricting redistribution of the content. In this 
case, the detennining means may determine whether the first identification 
information acquired by the acquisition means corresponds to any of second 
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identification information stored in the memory storage means, and decides that 
the another communication device has the function for restricting redistribution of 
the content when it is determined that the first identification information acquired 
by the acquisition means corresponds to any of second identification information 
stored in the memory storage means. 

[0010] In another preferred embodiment, the communication device may 
fiirther comprise redistribution restriction information appending means for 
appending the redistribution restriction information to the content in response to a 
user instruction, and the transmitting means may transmit to the another 
communication device the content to which the redistribution restriction 
information is appended by the redistribution restriction information appending 
means. 

[001 1] Further, the present invention provides a transmission restriction 
method for use in a communication device capable of transmitting content to 
another communication device, comprising: an instmction detection step of 
detecting an instruction for transmitting the content to the another communication 
device where the content is appended with redistribution restriction information 
instructing the another communication device to restrict output of the content to an 
external device; a function detection step of detecting, after the instruction 
detection step, that the another communication device has a redistribution 
restriction function for restricting output of the content to an external device 
according to the redistribution restriction information; and a transmission step of 
transmitting, after the function detection step, the content to the another 
communication device. In one preferred embodiment, the transmission restriction 
method may comprise various steps performed by various means provided with 
the above communication device. 

[0012] The present invention further provides a program for causing a 
communication device capable of transmitting content to another communication 
device to execute an instruction detection process of detecting an instmction for 
transmitting the content to the another communication device where the content is 
appended with redistribution restriction information instmcting the another 
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communication device to restrict output of the content to an external device; a 
function detection process of detecting, after the instruction detection process, that 
the another communication device has a redistribution restriction fiinction for 
restricting output of the content to an external device according to the 
redistribution restriction information; and a transmission process of transmitting, 
after the fiinction detection process, the content to the another communication 
device. 

[00131 Still fiirther, the present invention provides a recording medium that 
stores the above program. 

[0014] According to the present invention, a communication device determines 
whether another communication device to which content is to be distributed has a 
redistribution restriction fiinction for restricting output of the content to an 
extemal device according to redistribution restriction information appended to the . 
content, before the communication device transmits to the another communication 
device the content to which the redistribution restriction information is assigned. 
Where it is determined that the another communication device has the 
redistribution restriction fiinction, the communication device transmits the content 
to the another communication device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] Fig. 1 is a block diagram showing an example of a configuration of a 

communication system according to one embodiment of the present invention. 

[0016] Fig. 2 is a block diagram showing an example of a hardware 

configuration of a content server according to the embodiment. 

[0017] Fig. 3 is a diagram showing an example of a data configuration of a 

determination table according to the embodiment. 

[0018] Fig. 4 is a block diagram showing an example of a hardware 

configuration of a communication terminal according to the embodiment. 

[0019] Fig. 5 is a diagram showing an example of a data content of a user 

agent header according to the embodiment. 



[0020] Fig. 6 is a flowchart illustrating an example operation of a redistribution 
restriction confirmation process executed by a CPU at the content server according 
to the embodiment. 

[0021] Fig. 7 is a block diagram showing an example configuration of a 
communication system according to a second embodiment of the present 
invention. 

[0022] Fig. 8 is a block diagram showing an example of a hardware 
configuration of a communication terminal according to the second embodiment. 
[0023] Fig. 9 is a diagram showing an example of a data configuration of a 
domain table according to the second embodiment. 

[0024] Fig. 10 is a diagram showing an example screen image displayed on a 
liquid crystal display unit of a communication terminal according to the second 
embodiment. 

[0025] Fig. 1 1 is a diagram showing an example of a screen displayed on a 
liquid crystal display unit of the communication temndnal according to the second 
embodiment. 

[0026] Fig. 12 is a flowchart illustrating an example operation of a 
redistribution restriction primary confirmation process executed by a CPU at the 
communication terminal according to the second embodiment. 
[0027] Fig. 13 is a block diagram showing an example of a modification of a 
configuration of a communication system according the present invention. 
[0028] Fig. 14 is a diagram showing an example screen image displayed on a 
liquid crystal display unit of the communication terminal according to the 
modification of the present invention. 

DETAILED DESCRIPTION OF THE DRAWINGS AND THE 
PRESENTLY PREFERRED EMBODIMENTS 

[0029] Following, description is made of a preferred embodiment according to 
the present invention with reference to the attached drawings. In the drawings, 
like elements are denoted by like numerals. 
[0030] A. First embodiment 



1 . Configuration 

Configuration of communication system 1 : 

Fig. 1 is a block diagram showing an example of a configuration of a 
communication system 1 according to a first embodiment of the present invention. 
[0031] A mobile packet communication network 40 is a communication 
network for providing packet communication services to communication terminals 
50 served by mobile packet communication network 40. Mobile packet 
communication network 40 comprises a gateway switching station 41 and a base 
station 42. Multiple base stations 42 are disposed in a communication service area 
of mobile packet communication network 40. Communication terminal 50 is able 
to perform wireless communication with a base station 42 when it is located in a 
wireless cell covered by a base station 42. Gateway switching station 41 relays 
communication between a base station 42 and gateway server 30. 
[0032] Gateway server 30 relays data exchanged between mobile packet 
communication network 40 and the Internet 20. 

[0033] Content server 10 stores content such as programs, image data, music 
data, and the like, and transmits to communication terminal 50 content requested 
fi-om communication terminal 50. Hereinafter, transmission of content fi*om 
content server 10 to communication terminal 50 will be simply referred to as 
"content distribution." Content server 10 is provided with the following 
configuration to enable it to carry out content distribution. 
[0034] Configuration of content server 10: 

Fig. 2 is a block diagram showing an example of a hardware configuration 
of content server 10. As shown in the figure, device components are connected 
with one another through a bus 111; and each component of content server 10 
exchanges data through bus 111. 

[0035] Each component will now be described in detail. 

A communication unit 101 controls communication between content server 
10 and the Intemet 20. Communication unit 101 transmits information supplied 
fi-om CPU (Central Processing Unit) 100 to Intemet 20, and passes to CPU 100 
information received fi-om Intemet 20. 



[0036] CPU 100 controls each component of content server 10 by executing 
programs stored in ROM (Read Only Memory) 102. 

[0037] RAM (Random Access Memory) 103 is used as a work area for CPU 
100, and temporarily stores data processed in various operations performed by 
CPU 100. 

[0038] ROM 102 stores a redistribution restriction confirmation program for 
causing an operating system via CPU 100 to execute a redistribution restriction 
confirmation process. In the redistribution restriction confirmation process, upon 
receipt of a HTTP message transmitted from a communication terminal 50, CPU 
100 determines whether a user agent header is contained in the HTTP message. 
When it is determined that a user agent header is contained in the message, CPU 
100 acquires, from the user agent header, a machine type number and a model 
number of communication terminal 50. In a case that the acquired data is included 
in a determination table 104b, CPU 100 determines whether the communication 
terminal 50 is provided with a content redistribution restriction function. The 
redistribution restriction fiinction is a fimction for use in a communication 
terminal for restricting redistribution of content downloaded from content server 
10, when designated by the server 10, and will be described later in detail. 
[0039] A machine type number and a model number are used to identify a 
version of a communication terminal, on the basis of which it can be determined 
whether the communication terminal is provided with a function for processing 
redistribution restriction information. Hereinafter, a machine type number and a 
model number of a communication terminal will be simply referred to as 
"identification data." 

[0040] HD (Hard Disk) 104 of content server 10 comprises a content storage 
area 104a. Content storage area 104a stores content sets to be provided to 
communication terminal 50, with some content sets being assigned redistribution 
restriction information. The redistribution restriction information prohibits 
redistribution of a content set to which the information is assigned. In the present 
embodiment, a redistribution restriction flag 'V is appended to a content set to 
which the redistribution restriction information is assigned; and a redistribution 
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restriction flag '0' is appended to a content set to which the redistribution 
restriction information is not assigned. 

[0041] HD (Hard Disk) 104 further stores a determination table 104b. The 
determination table 104b stores identification data of communication terminals 
that are provided with the redistribution restriction function. The determination 
table 104b is used when CPU 100 performs the redistribution restriction 
confirmation process according to the program stored in ROM 102. 
[0042] Configuration of communication terminal 50: 

Communication terminal 50 functions to download content from content 
server 10, i.e., is able to receive content distributed by content server 10. 
Communication terminal 50 also functions to restrict redistribution of downloaded 
or distributed content. 

[0043] In the description, "redistribution" is used when the following actions 
are performed by communication terminal 50: 

1. content is transmitted to another communication terminal by attaching 
the content to an electronic mail; 

2. content is uploaded to a separate server (not shown); 

3. content is output to an extemal device using short range wireless 
communication; and 

4. content is output to an extemal device via an extemal interface (not 
shown). 

[0044] The redistribution restriction function is a function of communication 
terminal 50 for not redistributing content when it is determined, upon receipt of an 
instruction for redistributing the content from its user, that the redistribution 
restriction flag *r is appended to the content. 

[0045] The function of downloading content from content server 10 includes 
an identification data adding function. According to the function, a user agent 
header is appended to a HTTP message such as a HTTP request message, 
identification data of the requesting communication terminal 50 being set in the 
header, and the HTTP message is transmitted together with the user agent header 
to content server 10 when communication terminal 50 requests content server 10 
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to distribute content. The identification data to be set in the header is stored in 
advance in communication terminal 50. 

[0046] Fig. 5 shows an example of a user agent header in which identification 
data is assigned. In the figure, a user agent header Ul is contained in a HTTP 
message HI . The user agent header Ul shows identification data of 
communication terminal 50 as machine type number Dl and model number D2. 
[0047] Other components of the configuration of communication terminal 50 
will not be described, because they are the same as those of a standard 
communication terminal. 
[0048] 2. Operation 

When a user operates his/her communication terminal 50 having the above 
configuration to instruct the terminal 50 to access content server 10, 
communication terminal 50 initiates communication with content server 10. 
When the user fiirther operates communication terminal 50 to request desired 
content, communication terminal 50 creates a HTTP request message including an 
instruction for downloading of content and a user agent header, the user agent 
header being appended with identification data of the communication terminal 50. 
Communication terminal 50 then transmits, to gateway server 30, the HTTP 
request message for content server 10, and gateway server 30 transmits the HTTP 
request message to content server 10. 

[0049] CPU 100 of content server 10 receives the HTTP request message fi-om 
communication terminal 50 and reads content according to the instruction 
contained in the HTTP request message fi-om content storage area 104a. CPU 100 
then determines whether redistribution restriction flag T is assigned to the 
requested content. When the determination is No, i.e., when redistribution 
restriction flag '0* is appended, CPU 100 transmits, to gateway server 30, a HTTP 
response containing the requested content. 

[0050] When redistribution restriction flag T is assigned to the requested 
content, CPU 100 executes the redistribution restriction confirmation program 
stored in ROM 102, thereby performing a redistribution restriction confirmation 
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process as described below. Fig. 6 is an example flowchart showing the 
redistribution restriction confirmation process. 

[OOSl] CPU 100 first determines whether the HTTP request message contains 
a user agent header (Step SIO). In this example, a user agent header has been 
appended to the HTTP request message by communication terminal 50. 
Therefore, the determination in Step SIO is Yes, and the routine proceeds to Step 
SI 1. In Step SI 1, CPU 100 acquires identification data of communication 
terminal 50 included in the user agent header. CPU 1 00 then determines whether 
the identification data corresponds to any one of data in the determination table 
104b (see Fig. 3) stored in HD 104 (Step S12). The determination of Step S12 
determines whether commimication terminal 50 has a redistribution restriction 
function. 

[0052] In this example, communication terminal 50 has a redistribution 
restriction function. Therefore, the determination in Step S12 is Yes, and CPU 
100 then transmits to gateway server 30 a HTTP response containing the content 
as well as redistribution restriction flag T that is appended to the content (Step 
SI 4). 

[0053] Gateway server 30 receives the HTTP response transmitted from 
content server 10 in Step S14 and transmits it to communication terminal 50. 
[0054] Communication terminal 50, upon receiving the HTTP response, stores 
the content and the appended redistribution restriction flag 4* contained in the 
HTTP response. Where the user operates communication terminal 50 at a later 
time to instmct redistribution of the stored content, CPU 500 of communication 
terminal 50 determines whether the redistribution restriction flag *r is appended to 
the stored content. In this example, the redistribution restriction flag 'T is 
appended to the stored content. Therefore, CPU 500 prohibits redistribution of the 
content by communication terminal 50, and displays on a liquid crystal display 
unit 505 a message that redistribution of the content is prohibited. 
[0055] On the other hand, where a HTTP request not containing a user agent 
header is transmitted fi-om a communication terminal (not shown), the 
determination in Step SIO is No. In another case, the determination is No in Step 



S12 where identification data of a communication temiinal (not shown) does not 
correspond to any one of identification data included in the determination table 
104b, even when a user agent header is contained in a HTTP request transmitted 
from the communication terminal. In these cases, the routine proceeds to Step 
S15. In Step S15, CPU 100 transmits a HTTP response not including the 
requested content but including a message that the requested content cannot be 
downloaded. A communication terminal, upon receiving the HTTP response, 
displays on its display unit a message that the requested content cannot be 
downloaded. 

[0056] With the above configuration, content with redistribution restriction 
information appended is transmitted fi"om content server 10 to communication 
terminal 50 only when communication terminal 50 is provided with the 
redistribution restriction function. Thus, redistribution of content can be 
controlled with high reliability, and copyright infnngement or unpaid, illegal use 
of content can be prevented. 

[0057] In another preferred embodiment, information other than the 
identification data may be referred to in determining whether communication- 
terminal 50 has the redistribution restriction function. In this case, determination 
table 104b may store information other than machine type number data or model 
number data of communication terminal 50 if such information serves to 
determine whether communication terminal 50 has the redistribution restriction 
function. 

[0058] Alternatively, communication terminal 50 may set, in a predetermined 
data area (hereinafter referred to as "identification area") of the user agent header 
of a HTTP request message, information indicating whether communication 
terminal 50 has the redistribution restriction function, and transmit the HTTP 
request message to content server 10. For example, information represented by T 
or '0' may be set in the identification area, T indicating that communication 
terminal 50 has the redistribution restriction function. In this case, when content 
server 10 receives a HTTP request message from communication terminal 50, the 
message containing request for downloading of content, CPU 100 of content 
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server 10 determines whether a user agent header is contained in the HTTP request 
message. When it is determined that the user agent header is contained in the 
message, CPU 100 then determines whether T is set in the identification area of 
the user agent header. When it is determined that T is set, CPU 100 transmits the 
requested content to communication terminal 50. Thus, content server 10 
determines with high reliability whether a communication terminal has the 
redistribution restriction function. In this example, content server 10 does not 
have to store data such as a determination table; a configuration of content server 
10 may be simplified for realizing the redistribution restriction confirmation 
function. 

[0059] B. Second Embodiment 

Next, description will be given of a second preferred embodiment 
according to the present invention. In the second embodiment, a communication 
terminal 50' generates content such as a photo and assigns redistribution restriction 
information to the generated content. In this case, communication terminal 50' 
attaches such content to an electronic mail for transmission to a communication 
terminal 50. 

[0060] Descriptions that are common to the first embodiment will not be 
repeated. The same reference numerals as those used in the first embodiment will 
be used to denote like elements. 
[0061] 1 . Configuration 

Configuration of communication system 1 : 

Fig. 7 is a block diagram showing an example configuration of a 
communication system 1 according to the second embodiment of the present 
invention. 

[0062] Mail server 3 1 receives and stores an electronic mail transmitted from 
communication terminal 50 via gateway server 30. The stored electronic mail is 
transmitted to a conmiunication terminal 50 that has a designated electronic mail 
address. Mail server 31 stores only electronic mails for electronic mail addresses 
assigned to communication terminals served by mobile packet communication 
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network 40. Description will be given later of specific functions provided with 
mail server 31 according to the present embodiment. 

[0063] Gateway server 30 relays data exchanged between gateway switching 
station 41 of mobile packet communication network 40 and gateway switching 
station 41 of mobile packet communication network 40. The configuration of 
mobile packet communication network 40 is the same as that of the first 
embodiment. For convenience, a separate base station and gateway switching 
station are provided for communication terminal 50, being a base station 42 and 
gateway switching station 41. 

[0064] Communication terminal 50 is capable of performing wireless 
communication when it is located in a wireless cell covered by base station 42. 
Communication terminal 50 performs packet communications with mail server 31 
via base station 42, gateway switching station 41 and gateway server 30, thereby 
transmitting and receiving electronic mails. A detailed configuration of 
communication terminal 50 will be described later. 

[0065] Communication terminal 50, as communication terminal 50, is also 
capable of performing packet communications with mail server 3 1 via base station 
42, gateway switching station 41 and gateway server 30, thereby transmitting and 
receiving electronic mails. Communication terminal 50 is assigned an electronic 
mail address via which electronic mails are transmitted or received by 
communication terminal 50. The electronic mail address uniquely identifies 
communication terminal 50. Also, a domain name included in an electronic mail 
address uniquely identifies mail server 3 1 . Communication terminal 50 has an 
identical redistribution restriction function to that of communication terminal 50 of 
the first embodiment. In other words, communication terminal 50 is capable of 
not redistributing redistribution-restricted content when receiving an instruction 
from a user for redistribution. 

[0066] The other portions of the configuration of communication system 1 are 
the same as those of the first embodiment. In this embodiment, "distribution" 
refers to an action of transmitting from communication terminal 50 to 
communication terminal 50 content created by communication terminal 50 after 
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the content is attached to an electronic mail. "Redistribution" is used in the same 
sense as in the first embodiment. Also, "redistribution restriction information" and 
"redistribution restriction function" are used in the same way as in the first 
embodiment. 

[0067] Configuration of mail server 3 1 : 

Mail server 31 is provided with a determination table (not shown) similar 
to determination table 104b stored in content server 10 of the first embodiment. 
[0068] Further, mail server 31 has a redistribution restriction confirmation 
function as described in the following. When mail server 3 1 receives a HTTP 
message from communication terminal 50 requesting transmission of a mail, it 
determines whether restricted distribution flag T is set in a predetermined data 
area (hereinafter referred to as "restricted distribution area") of the HTTP message, 
where the restricted distribution flag T indicates that the mail contains content to 
which redistribution restriction flag is appended. When it is determined Yes, it 
is further determined, by referring to the determination table, whether 
communication terminal 50 is provided with the redistribution restriction function, 
the determination process being identical to that of the first embodiment. When it 
is determined that communication terminal 50 has the redistribution restriction 
function, mail server 3 1 transmits the electronic mail according to the HTTP 
message to communication terminal 50. 
[0069] Configuration of communication terminal 50: 

Fig. 8 is a block diagram showing an example of a hardware configuration 
of communication terminal 50 shown in Fig. 7. 

[0070] As shown in the figure, communication terminal 50 comprises a camera 
unit 512. Camera unit 5 12 is provided with a CCD (Charge Coupled Device) 
camera (not shown) and a signal processing unit (not shown). When a user of 
communication terminal 50 performs an operation at an operation input unit 502 
and shoots a picture using camera unit 512, image data is input in the CCD 
camera. The signal processing unit performs signal processing of the image data 
and supplies the processed signals as movie signals to CPU 500. CPU 500 causes 
a liquid crystal display unit 505 to display the supplied movie signals, and also 
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stores, in a content storage area 509a of a nonvolatile memory 509, the movie 
signals as image data after associating a data name of the image data with the 
movie signals. In the present embodiment, the image data thus stored in 
nonvolatile memory 509 is treated as content. 

[0071] ROM 507 stores a program for causing CPU 500 to perform a 
redistribution restriction adding process. In the redistribution restriction adding 
process, CPU 500 associates content with redistribution restriction flag 'T when 
receiving an instruction from a user to restrict redistribution of content stored in 
content storage area 509a by another communication terminal. CPU 500 also 
associates a self-assignment flag T with the content, self-assignment flag 'T 
indicating that redistribution restriction flag *r is assigned at communication 
terminal 50. In contrast, content is not assigned self-assignment flag T when 
redistribution restriction flag T is assigned by content server 10 as in the first 
embodiment. 

[0072] Further, ROM 507 of communication terminal 50 stores a redistribution 
restriction primary confirmation program for causing CPU 500 to perform a 
redistribution restriction primary confirmation process. The redistribution 
restriction primary confirmation process is performed as follows when an 
instruction is received to attach content to an electronic mail for transmission to 
communication terminal 50, where the content is appended to redistribution 
restriction flag 'V and self-assignment flag T. CPU 500 determines whether it is 
possible to verify whether communication terminal 50 has the redistribution 
restriction function. The determination is made on the basis of a domain name 
included in an electronic mail address of the destination communication terminal 
50. When it is determined that it is possible to verify whether communication 
terminal 50 has the redistribution restriction function, CPU 500 does not append 
self-assignment flag *r to the content but appends only redistribution restriction 
flag 'r. CPU 500 then attaches the content to the electronic mail and creates a 
HTTP message containing the electronic mail with the content attached. 
Restricted distribution flag 'T is set in the restricted distribution area of the HTTP 
message for transmission. 
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[0073] The domain name is used for detemaining whether it is possible to 
verify whether communication terminal 50 has the redistribution restriction 
function for the following reasons. Communication terminal 50 transmits an 
electronic mail to communication terminal 50 via mail server 31, and therefore, 
communication terminal 50 does not engage in direct communication with 
communication terminal 50. Given this situation, communication terminal 50 is 
unable to determine whether communication terminal 50 has the redistribution 
restriction function by using the same method as that used by content server 10 of 
the first embodiment. In the present embodiment, it is mail server 3 1 which 
determines whether commxmication terminal 50 has the redistribution restriction 
function. As described above, mail server 3 1 is uniquely identified by its domain 
name. Communication terminal 50 first determines, on the basis of a domain 
name, whether a mail server having the domain name, and intervening between 
electronic mail exchanges, is mail server 31, which has a function of determining 
whether communication terminal 50 has the redistribution restriction function. In 
a case that a mail server has the same function as mail server 3 1 , mail server 3 1 
determines whether communication terminal 50 has the redistribution restriction 
function by using the same method as that of the first embodiment. 
[0074] Further, ROM 507 of communication terminal 50 stores a second 
redistribution restriction program for causing CPU 500 to perform a second 
redistribution restriction process that is different from the redistribution restriction 
process performed by communication terminal 50. In the second redistribution 
restriction process, when an instruction is given from a user for redistribution of 
content, CPU 500 determines whether the content is appended to redistribution 
restriction flag 'V and self-assignment flag 'V. When redistribution restriction flag 
•r is appended to the content but self-assignment flag *r is not, CPU 500 does not 
redistribute the content because the content has been distributed from a content 
server or from another communication terminal, by which redistribution of the 
content is prohibited. 

[0075] Nonvolatile memory 509 stores a domain table 509b as shown in Fig. 9. 
Domain table 509b contains, as shown in the figure, data showing domain names 
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included in electronic mail addresses. Domain names shown in domain table 509b 
are those assigned to mail servers 3 1 that are capable of verifying whether 
communication terminal 50 has the redistribution restriction function. Domain 
table 509b is used when CPU 500 performs the redistribution restriction primary 
confirmation process. 

[0076] Description of the other components of the configuration will be 
omitted because communication terminal 50 has a similar configuration to that of 
a standard communication terminal. 
[0077] 2. Operation 

A user operates an operation input unit 502 of communication terminal 50 
to shoot a photo using camera unit 512. The user again operates operation input 
unit 502 of communication terminal 50 to store, in content storage area 509a of 
nonvolatile memory 509, image data (hereinafter referred to as "content") stored 
by camera unit 512 and a data name of the image data (hereinafter referred to as 
"content name") in correspondence with each other. 

[0078] In this example, the user then performs a predetermined operation at 
operation input unit 502 of communication terminal 50. Upon reception of the 
operation input, CPU 500 displays on liquid crystal display unit 505, a 
redistribution set screen as shown in Fig. 10. On the screen, the user enters, in an 
input box BXl 1, a content name of desired content from among content created by 
communication terminal 50 and stored in content storage area 509a. When 
entering a content name, a user may perform a predetermined operation thereby 
displaying on liquid crystal display unit 505 a list of content names of content 
stored in content storage area 509a. The user then may select a content name 
corresponding to a desired content instead of typing a content name in input box 
BXll. 

[0079] Since the user wishes to restrict redistribution of the selected content in 
this case, the user enters a check mark in a check box BXl 2. In contrast, in a case 
that redistribution is not restricted, a check mark is entered in a check box BXl 3. 
The user then presses a "set" button BXl 4. CPU 500' then extracts content having 
the content name entered in input box BXl 1 from content storage area 509a. CPU 
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500 then associates redistribution restriction flag 'T and self-assignment flag T 
with the extracted content, for storage in content storage area 509a. 
[0080] When the user subsequently performs an operation at operation input 
imit 502 of communication terminal 50 to create a new electronic mail, CPU 500 
displays an entry screen for a new electronic mail, as shown in Fig. 1 1, on liquid 
crystal display unit 505. On the screen, the user enters an electronic mail address 
corresponding to communication terminal 50 in an input box BX21 and a content 
name of content for transmission in an input box BX22. The user then enters a 
message in an input box BX23. When the user pushes down a register button 
BX24 after completing the electronic mail, CPU 500 executes the redistribution 
restriction primary confirmation program stored in ROM507, thereby performing 
the redistribution restriction primary confirmation process in the following. 
[0081] Fig. 12 is a flowchart showing an example flow of the redistribution 
restriction primary confirmation process. 

[0082] In Step S20, CPU 500 of communication terminal 50 reads data 
showing a domain name contained in the electronic mail address (an electronic 
mail address of communication terminal 50) entered in input box BX21. Next in 
Step S2 1 , CPU 500 determines whether the read domain name corresponds to any 
one of domain names stored in domain table 509b (see Fig. 9). Since, in this 
example, the data of the domain name included in the electronic mail address 
corresponding to communication terminal 50 is stored in domain table 509b, the 
determination in Step S2 1 is Yes. CPU 500 then reads content having the content 
name entered in the input box BX22 from content storage area 509a. Further, 
CPU 500 determines whether each of redistribution restriction flag T and self- 
assignment flag *r is appended to the content (Step 822). 

[0083] There are three possible cases in relation to the determination of Step 
S22. In a first case, the content is appended with both redistribution restriction 
flag 4' and self-assignment flag T. This means that redistribution restriction flag 
•r is appended to the content by communication terminal 50. Therefore, the 
content may be transmitted or distributed to another communication terminal even 
though the content is appended with redistribution restriction flag 'T. In a second 
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case, the content is appended only with redistribution restriction flag *r. In this 
case, the content cannot be transmitted or redistributed to another communication 
terminal because the restriction on redistribution of the content is assigned by 
another communication terminal, not by communication terminal 50. In a third 
case, the content is not appended with redistribution restriction flag T, and no 
restriction is imposed in transmitting the content to another communication 
terminal. In the determination of Step S22, Yes is determined in the above first 
and the third cases, and No is determined in the above second case. 
[0084] In this example, it is assumed that redistribution restriction flag *r and 
self-assignment flag *r are appended. Therefore, Yes is determined in Step S22, 
and the routine proceeds to Step S23. In Step S23, CPU 500 associates the content 
only with redistribution restriction flag T, but not with self-assignment flag T, 
and attaches the content to an electronic mail. CPU 500 then generates a HTTP 
mail transmission request message containing the electronic mail with the content 
being attached. CPU 500 also sets in the restriction distribution area of the HTTP 
message restricted distribution flag T indicating that redistribution restriction flag 
*r is appended to the content. In Step S24, CPU 500 transmits the HTTP message 
to gateway server 30 via base station 42 and gateway switching station 41. / 
[0085] In a case where redistribution restriction flag *r is not appended to the 
content, Yes is determined in Step S22, but no flag is appended to the content in 
Step S23. In this case, CPU 500 sets in the restriction distribution area of the 
HTTP message restricted distribution flag '0' indicating that redistribution 
restriction flag T is not appended to the content. In Step S24, CPU 500 transmits 
thus generated HTTP message to gateway server 30 via base station 42 and 
gateway switching station 41. 

[0086] In contrast, in a case where No is determined in Step S22, the content 
cannot be redistributed. The routine then proceeds to Step S25, where CPU 500 
does not transmit an electronic mail but displays on liquid crystal display unit 505 
a message that the electronic mail cannot be transmitted. 

[0087] The determination of Step S21 is No when an electronic mail address 
designated by a user corresponds to a communication terminal on which it is not 
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possible to determine whether the communication terminal has the redistribution 
restriction, i.e., in a case that a domain name included in the electronic mail 
address does not correspond to any one of the domain names stored in domain 
table 509b. The routine then proceeds to Step S25, and CPU 500 does not 
transmit an electronic mail but displays on liquid crystal display unit 505 a 
message that the electronic mail cannot be transmitted. 

[0088] The foregoing describes how CPU 500 of communication terminal 50 
performs a redistribution restriction primary confirmation process. 
[0089] After Step S24 is executed by CPU 500', gateway server 30 receives 
and transmits the HTTP message to mail server 3 1 . Mail server 3 1 , upon 
receiving the HTTP message, temporarily stores the electronic mail contained in 
the message in correspondence with a designated electronic mail address. Mail 
server 31 also temporarily stores a value of the restricted distribution flag set in the 
restriction distribution area of the HTTP message. Mail server 3 1 then transmits a 
notice of receipt to a communication terminal 50 having the destination electronic 
mail address, via gateway server 30, gateway switching station 41, and base 
station 42. 

[0090] Communication terminal 50, upon receiving the notice of receipt, 
transmits to mail server 31a HTTP request message containing a request for 
acquiring the electronic mail, via base station 42, gateway switching station 41, 
and gateway server 30. Communication terminal 50 appends a user agent header 
containing the machine type number and model number of communication 
terminal 50 to the HTTP request message in the same way as in the first 
embodiment. 

[0091] Mail server 3 1 , upon receiving the HTTP request message from 
communication terminal 50, reads the value of the restricted distribution flag 
temporarily stored, and determines whether the value is *r. In this case. Yes is 
determined because the value T is assigned by communication terminal 50 when 
the HTTP request is generated in Step S23 of Fig. 12. Mail server 31 then 
performs the redistribution restriction confirmation process in the same way as 
content server 10 in the first embodiment. When it is determined that 
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communication terminal 50 has the redistribution restriction function as a resuh of 
the process, mail server 31 transmits to gateway server 30 a HTTP response 
containing the electronic mail corresponding to the electronic mail address 
contained in the HTTP request message transmitted from communication terminal 
50. 

[0092] Gateway server 30 then transmits the HTTP response to communication 
terminal 50. Commimication terminal 50, upon receiving the HTTP response, 
stores content attached to the electronic mail as well as the electronic mail 
contained in the HTTP response. 

[0093] When a user of communication terminal 50 attempts to redistribute 
content thus received, to which content redistribution restriction flag is 
appended, communication terminal 50 prohibits the content from being 
redistributed, as in the first embodiment. 

[0094] In a case where the value of the attached restricted distribution flag is 
not 'r, a HTTP request message transmitted from communication terminal 50 
contains an electronic mail without content to which redistribution restriction flag 
' 1 ' being appended. In this case, mail server 3 1 does not perform the 
redistribution restriction confirmation process, but transmits to gateway server 30 
a HTTP response containing the electronic mail corresponding to the electronic 
mail address contained in the HTTP request message. 

[0095] In a case where mail server 3 1 determines that communication terminal 
50 does not have the redistribution restriction function as a result of the 
redistribution restriction confirmation process, the content attached to the 
electronic mail is deleted, and a HTTP response message containing only the body 
of the electronic mail message is generated and transmitted to communication 
terminal 50 via gateway server 30. The HTTP response message also contains a 
message that the attached content has been deleted. Communication terminal 50, 
upon receiving the HTTP response message, stores the electronic mail contained 
in the HTTP response message, and displays the message that the attached content 
has been deleted. 
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[0096] As has been described, communication temiinal 50 perforais the 
redistribution restriction primary confirmation process before transmitting an 
electronic mail having redistribution-restricted content attached, to confirm that a 
mail server through which the electronic mail is transmitted is a mail server 3 1 that 
has the redistribution restriction confirmation function, where the restriction on the 
redistribution of the attached content is imposed by commimication terminal 50. 
The redistribution restriction confirmation process is then performed by mail 
server 31, thereby detecting that communication terminal 50 has the redistribution 
restriction function. As a result, redistribution-restricted content is distributed 
only to a communication terminal having the redistribution restriction function. 
Thus, the redistribution of content can be restricted with high reliability. 
[0097] In the present embodiment, CPU 500 of communication terminal 50 
performs the redistribution restriction primary confirmation process after an 
electronic mail is created and before the electronic mail is transmitted to 
communication terminal 50. In another embodiment, CPU 500* may perform the 
redistribution restriction primary confirmation process while a user is composing 
an electronic mail. For example, the redistribution restriction primary 
confirmation process may be performed upon detecting that a content name of 
content having redistribution restriction flag T and self-assignment flag T 
appended is entered in input box BX22 and a destination electronic mail address is 
entered in input box BX21 of the new electronic mail screen of Fig. 11. 
[0098] Further, in the present embodiment, the redistribution restriction 
primary confirmation process is performed at communication terminal 50, and the 
redistribution restriction confirmation process is then performed at mail server 3 1 . 
It is also possible to not perform the redistribution restriction confirmation process 
at mail server 31. In this case, it has to be confirmed that domain names shown by 
data stored in domain table 509b stored in communication terminal 50 always 
correspond to communication terminals having the redistribution restriction 
function. 

[0099] Also, mail server 3 1 may transmit a HTTP response to communication 
terminal 50 containing a message that the received electronic mail cannot be 
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transmitted to communication temiinal 50 because communication temiinal 50 
does not have the redistribution restriction function, instead of deleting content 
attached to an electronic mail as in the above embodiment. In this way, the 
electronic mail with its attached content is stored in mail server 31 for a 
predetermined period. Thus, it becomes possible for a user of communication 
terminal 50 to switch to another communication terminal 50 having the 
redistribution restriction function and to receive the electronic mail at the switched 
communication terminal 50. 

[00100] 3. Modifications of second embodiment 
Modification 1: 

In one embodiment, content may be stored in a server other than mail 
server 3 1 . Specifically, when an electronic mail with content attached is 
transmitted from communication terminal 50 to an electronic mail address of 
communication terminal 50, the attached content only may be stored in a server 
other than mail server 31. 

[00101] For example, a storage server 32 may be connected to mail server 
31 as shown in Fig. 13. Storage server 32 is a computer having a communication 
function and a data storage function, and detailed description thereof will be 
omitted. 

[00102] When mail server 31 receives from communication terminal 50 a 
HTTP message containing an electronic mail with content to which redistribution 
restriction flag T is appended, the server 3 1 stores, in storage server 32, the 
content attached to the electronic mail contained in the HTTP message as in the 
above second embodiment. Mail server 3 1 further stores an URL (Uniform 
Resource Locator) of storage server 32 in correspondence with the content. Mail 
server 3 1 then transmits a notice of receipt to a communication terminal 50 having 
an electronic mail address designated as the destination of the electronic mail, via 
gateway server 30, gateway switching station 41, and base station 42. 
[00103] Communication terminal 50, upon receiving the notice of receipt, 
transmits a HTTP request message to mail server 3 1 via base station 42, gateway 
switching station 41, and gateway server 30, the request message containing a 
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request for acquiring the electronic mail. Here, the HTTP request message 
contains a user agent header having identification data of communication terminal 
50 appended, as in the first embodiment. Mail server 3 1 , upon receiving the 
HTTP request message, performs the above redistribution restriction confirmation 
process. When it is determined that communication terminal 50 has the 
redistribution restriction function, mail server 31 extracts an electronic mail that is 
associated with an electronic mail address contained in the HTTP request message. 
Mail server 31 then transmits to gateway server 30 a HTTP response containing 
the electronic mail with details of a URL where content attached to the electronic 
mail is stored. 

[00104] Gateway server 30 transmits the HTTP response to communication 
terminal 50. Communication terminal 50, upon receiving the HTTP response, 
stores the electronic mail contained in the HTTP response and displays the mail 
content as shown in Fig. 14. In the figure, the body of the electronic mail is 
displayed in a box BX3 1, and a URL of a storage location of content is displayed 
in a box BX32. 

[00105] When a user selects the URL in box BX32, communication terminal 
50, according to the URL, accesses storage server 32 via base station 42, gateway 
switching station 41, gateway server 30, and mail server 31, and acquires the 
content stored in storage server 32. 

[00106] In a case where mail server 3 1 determines in the redistribution 
restriction confirmation process that communication terminal 50 has no 
redistribution restriction function, mail server 31 extracts an electronic mail 
corresponding to an electronic mail address contained in the HTTP request 
message, and transmits to gateway server 30 a HTTP response containing the 
extracted electronic mail. Here, the electronic mail does not contain the URL 
information showing a storage location of the content attached to the electronic 
mail. 

[00107] Gateway server 30 transmits the HTTP response to communication 
terminal 50. Communication terminal 50, upon receiving the HTTP response. 
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stores the electronic mail contained in the HTTP response and displays only the 
body of the electronic mail. 

[00108] With the above configuration, only communication terminal 50 
having the redistribution restriction function is permitted to acquire content to 
which the redistribution restriction information is appended. 
[00109] Modification 2: 

In another preferred embodiment, a short range wireless communication 
function may be used by communication terminal 50 in transmitting content to 
communication terminal 50, whereas, in the above embodiment, communication 
terminal 50 transmits content to communication terminal 50 via mobile packet 
communication network 40. 

[00110] In the present modification, each of communication terminal 50 and 
communication terminal 50 has a short range wireless communication unit for 
transmitting and receiving data at short range, in addition to the above 
configuration, and performs operations as follows. 

[001 1 1] When a user performs the same operations as performed in the 
above second embodiment at communication terminal 50, and causes content to be 
appended with redistribution restriction flag 'V and self-assignment flag 4', the 
user then requests communication terminal 50 to transmit the content via the short 
range wireless communication unit to communication terminal 50. CPU 500 of 
communication terminal 50 transmits a communication to conmiunication terminal 
50, and receives a commimication header from communication terminal 50. CPU 
500 then determines whether the received communication header is appended with 
certification information. In a case where it is determined that the certification 
information is appended to the communication header, CPU 500 determines that 
communication terminal 50 has the redistribution restriction function. CPU 500 
then does not append self-assignment flag T but appends only redistribution 
restriction flag 'T to the content as in the second embodiment, and transmits the 
content to communication terminal 50 via the short range wireless communication 
unit. 
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[00112] In a case where a user of communication temiinal 50 inputs an 
instruction for transmitting content to a communication terminal having no 
redistribution restriction function and redistribution restriction certifying function 
via the short range wireless communication unit, CPU 500 of communication 
terminal 50 determines that a communication header received from the 
communication terminal is not appended with certification information, and 
therefore determines that the communication terminal does not have the 
redistribution restriction function. As a result, CPU 500 does not transmit the 
content to the communication terminal. 
[001 13] Modification 3 : 

Communication terminal 50 may transmit content to an external device 
(not shown) mounted on communication terminal 50. Examples of such an 
external device include a computer device, a movie output device, an external 
storage device, a game device, and the like, that are connected to communication 
terminal 50. 

[001 14] In the present modification, communication terminal 50 comprises 
an external interface (not shown) for performing communication with an external 
device in addition to the above configuration. Further, communication terminal 50 
and an external device connected to the terminal 50 perform operations such as the 
following. 

[00115] A user attaches an external device (not shown) to communication 
terminal 50. The user then performs an operation at communication terminal 50, 
as in the second embodiment to have the terminal 50 append redistribution 
restriction flag 'V and self-assignment flag '1* to the content. The user then inputs 
an instruction for transmitting the content to the external device. CPU 500 of 
communication terminal 50 then transmits to the external device an inquiry signal 
via an extemal interface. The external device receives, via the interface (not 
shown), the inquiry signal. Since the extemal device has the redistribution 
restriction function, the extemal device, in response to the inquiry signal, transmits 
a response signal via the interface. Communication terminal 50, upon receiving 
the response signal, determines that the extemal device has the redistribution 
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restriction function, and transmits the content to the external device after 
appending redistribution restriction flag T but not appending self-assignment flag 
'V. 

[001 16] In a case where an extemal device has no redistribution restriction 
function nor response function, the extemal device is unable to transmit a response 
signal in response to an inquiry signal transmitted from communication terminal 
50. In this case, communication terminal 50 is unable to receive a response signal 
responding to the inquiry signal, and therefore does not transmit the content to 
such an extemal device. 

[00117] In still another preferred embodiment, a digital certificate may be 
issued in advance to an extemal device having the redistribution restriction 
function from a trustworthy public authorization agency, and the extemal device 
may store the issued digital certificate in advance. Such an extemal device, upon: 
receiving an inquiry signal transmitted from communication terminal 50, transmits 
the digital certificate to communication terminal 50. Communication terminal 50, 
upon receiving the digital certificate, determines that the extemal device has the 
redistribution restriction function. Communication terminal 50 then does not 
append self-assignment flag 'V but appends only redistribution restriction flag *r 
to the content for transmission to the extemal device. In a case where 
communication terminal 50 is unable to receive from the extemal device any 
digital certificate, communication terminal 50 determines that the extemal device 
has no redistribution restriction function, and therefore does not transmit the 
content to the extemal device. 
[00118] C. Modifications 

In the foregoing, embodiments of the present invention have been 
described. The present invention can be implemented in various other 
embodiments without departing from the main characteristic of the invention. For 
example, modifications such as the following are possible. 
[00119] 1 . In the first embodiment, gateway server 30, instead of 
content server 10, may perform the redistribution restriction confirmation process. 
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[00120] Specifically, gateway server 30 instead of content server 10 is 
provided with determination table 104b and the redistribution restriction 
confirmation program. When content server 10 transmits a HTTP message 
containing content to which redistribution restriction flag T is appended, content 
server 10 sets restricted distribution flag 'V in the restriction distribution area of 
the HTTP message in the same way as communication terminal 50 in the second 
embodiment. Gateway server 30 upon receiving the HTTP message from content 
server 10, performs the redistribution restriction confirmation process when a 
value of the restricted distribution flag is *r. When it is determined as a result of 
the process that communication terminal 50 has the redistribution restriction 
function, gateway server 30 transmits the HTTP request message to content server 
10. In a case where it is determined that communication terminal 50 does not have 
the redistribution restriction function, gateway server 30 does not transmit the 
HTTP request message to content server 10, and transmits to communication 
terminal 50 a message that the HTTP request message has been rejected. 
[00121] Also in the second embodiment, gateway server 30 may perform the 
redistribution restriction confirmation process in place of communication terminal 
50. 

[00122] In a configuration where gateway server 30 performs the 
redistribution restriction confirmation process as described above, content server 
10 or mail server 31 do not need to have determination table 104b and the 
redistribution restriction confirmation program. Thus, the configuration of these 
servers can be simplified. 

[00123] 2. In the above first and second embodiments, information on 
the number of times content is permitted to be redistributed (restriction number) 
may be appended to content in addition to redistribution restriction flag T. 
Further, information on restriction number may be appended to the redistribution 
restriction flag. Specifically, the redistribution restriction flag is set as T where 
the restriction number is 0 times; the redistribution restriction flag is set as '2* 
where the restriction number is 10 times; the redistribution restriction flag is set as 
*3' where the restriction number is 20 times. When this is applied to the above first 
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embodiment, content server 10 stores, in content storage area 104a, content 
corresponding to a redistribution restriction flag which has a value corresponding 
to a desired restriction number. Content server 10 then performs the redistribution 
restriction confirmation process, and transmits content to a communication 
terminal when it is confirmed that a request for downloading of the content is 
made by a communication terminal 50 having the redistribution restriction 
function. 

[00124] Communication terminal 50 is supposed to have the following 
redistribution restriction function when such a redistribution restriction flag as 
described above is used. When a user enters an instruction at communication 
terminal 50 for redistributing content to which the redistribution restriction flag is 
appended, with the flag being set a value specifying the restriction number, 
communication terminal 50 performs the redistribution restriction process in a 
manner such as the following. Where the redistribution restriction flag is 'Tj the 
redistribution restriction process as described in the first embodiment is 
performed. Where the redistribution restriction flag is '2', the number of times that 
the content is redistributed (redistribution count) is increased by one every time 
the content is redistributed, and the redistribution count is recorded in a 
predetermined data area of the content. When the redistribution count adds up to 
10, distribution of the content is no longer allowed. Likewise, where the 
redistribution restriction flag is 3', redistribution of the content is no longer 
allowed when the redistribution count adds up to 20. Communication terminal 50 
performs the redistribution restriction process such as described above, thereby 
realizing the redistribution restriction function for restricting the number of times 
that content is redistributed. A program for causing CPU 500 of communication 
terminal 50 to realize the redistribution restriction function may be stored in ROM 
507 or nonvolatile memory 509. 

[00125] In one embodiment, the redistribution count may be increased by a 
number of communication terminals to which the content is redistributed fi-om 
communication terminal 50 where the content is redistributed to a plurality of 
communication terminals. Also, the redistribution count may be increased when 



-30- 



another communication temiinal redistributes the content to communication 
terminal 50, Here, the redistribution count is increased every time the content is 
redistributed to another communication terminal, and the redistribution restriction 
is no longer performed on a communication terminal basis. Thus, the 
redistribution restriction can be reliably enforced. 

[00126] Further, information on the redistribution restriction number may be 
appended to content in addition to the redistribution restriction information. A 
predetermined data area may be assigned to be used for a replay restriction 
number flag, in addition to a data area for the redistribution restriction flag. 
[00127] Still further, the redistribution count may be increased on a 
communication terminal basis and/or not on a communication terminal basis. 
[00128] Further, information on redistribution period, i.e., a period during 
which the content may be redistributed may be appended to redistribution- 
restricted content. In this case, content including such redistribution period 
information is transmitted and received among communication terminals. 
[00129] 3. Further, an output level of the content may be imposed in 
redistributing content. In this case, redistribution restriction information including 
a permitted output pattern which is a combination of different output permission 
levels, is appended to content. Here, output permission levels include a plurality 
of levels relating to an extent to which redistribution is restricted or permitted. For 
example, where content is image data, an output permission level pertaining to 
external storage or an output permission level pertaining to image output may be 
set as output permission levels. 

[00130] For example, where output permission levels are set for external 
storage, levels L1-L4 may be set as output permission levels: LI not permitting 
redistribution of content; L2 permitting transmission of content attached to an 
electronic mail; L3 permitting uploading of content to a server; and L4 permitting 
outputting of content to an extemal device via an external interface. 
[00131] Where output permission levels are set for image output, levels Lll- 
L13 may be set: Lll not permitting outputting of content to an extemal monitor 
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connected via an external interface; LI 2 permitting analog general purpose output; 
and LI 3 permitting digital general purpose output. 

[00132] In this case, one of such output permission levels LI to L4, LI 1 to 
LI 3 may be applied to content stored in content server 10 as its redistribution 
restriction flag. Also, identification data of communication terminals having 
redistribution restriction functions may be stored in determination table 104b of 
content server 10 according to an output permission level appended to content. 
Further, content server 10 may have a function of determining whether a 
communication terminal 50 requesting downloading of content has a redistribution 
restriction function for realizing redistribution control according to the present 
modification by checking whether identification data of the communication 
terminal 50 corresponds to any one of the data stored in determination table 104b. 
[00133] According to the present modification, content can be redistributed 
so as to conform to usage of the content. 

[00134] 4. In another modification, it may be determined whether 
communication terminal 50 has the redistribution restriction function in the 
following way. 

[00135] For example, in the first embodiment, conrmiunication terminal 50 
may transmit, to gateway server 30, specification information indicating that 
communication terminal 50 has the redistribution restriction function in 
performing communication with content server 10. Gateway server 30 then stores 
the transmitted specification information in correspondence with communication 
terminal 50. When communication terminal 50 transmits a HTTP request message 
to content server 10, gateway server 30 receives the HTTP request message and 
transmits the specification information to content server 10 together with the 
HTTP request message. Every time gateway server 30 receives a HTTP request 
message, gateway server 30 transmits to content server 10 the specification 
information together with the HTTP request message. Content server 10, upon 
receiving the specification information together with the HTTP request message, 
determines that communication terminal 50 has the redistribution restriction 
function. If the HTTP request message is received without the specification 
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information, content server 10 determines that communication terminal 50 does 
not have the redistribution restriction function. 

[00136] In one embodiment, gateway server 30 may transmit the HTTP 
request message to content server 10 in a case that it receives specification 
information from communication terminal 50. On the other hand, in a case that 
specification information is not transmitted from communication terminal 50, 
gateway server 30 does not transmit to content server 10 a HTTP request message 
from communication terminal 50. 

[00137] Thus, reliability is ensured when content with redistribution 
restriction flag T is transmitted only to communication terminals having the 
redistribution restriction function. 

[00138] 5. In the above embodiments, the redistribution restriction flag 
is appended to content. Instead, a predetermined data area of content may be used 
as an area for redistribution restriction flag. 

[00139] It is therefore intended that the foregoing detailed description be 
regarded as illustrative rather than limiting, and that it be understood that it is the 
following claims, including all equivalents, that are intended to define the spirit 
and scope of this invention. 



